01/14/2005 16:16 7033126666 



BRINT 



PAGE 03/17 



REPLACEMENT SHEET 



FIG. 1 

TRANSMIT "HELLO" 

MESSAGE '^■'00 



SERVER SELECT 
CRYPTOGRAPHY AND 
TRANSMIT "MESSAGE TWO" 



-110 



OBTAIN PUBLIC KEY AND 
VERIFY CERTIFICATE 



-115 



ENCRYPT SESSION KEY 
AND TRANSMIT TO SERVER 



-120 



DECRYPT SESSION KEY AND 
ENCRYPT RANDOM NUMBER 



-125 



DECRYPT RANDOM NUMBER 



-130 



PAGE 3/17 * RCVD AT 1/14/2005 4:14:31 PM [Eastern Standard Time] * 8VR:USPTO-EFXRF-1/6 * DNIS:8729306 * C8ID:70331 26666 * DURATION <mm-ss):04-00 



01/14/2005 16:16 7033126S66 



BR I NT 



PAGE 04/17 



REPLACEMENT SHEET 



FIG. 2 

(PRIOR ART) 



TRANSMIT 
36 BYTE HASH 







SIGN AND TRANSMIT 
36 BYTE HASH 






OBTAIN PUBI 
VERIFY CE 


Lie KEY AND 
RTIFICATE 



VERIFY SIGNATURE ^220 



} 



PAGE 4/17 * RCVD AT 1/14/2005 4:14:31 PM [Eastern Standard Time) * 8VR:USPTO-EFXRF-1/6 * DNi8:8729306 * C8ID: 7033 126666 * DURATION (mm-ss):04-00 



01/14/2085 16: 16 



7033126666 



BR I NT 



PAGE 05/17 



REPLACEMENT SHEET 



i3 




PACE 5/17 * RCVD AT 1/14/2005 4:14:31 PM CEastern Standard Time] * SVR:U5PTO-EFXRF-1/B * DNIS:8729306 *■ CS1D:70331 26666 * DURATION (mm-ss):04-00 



01/14/2005 16:16 703312BS66 BRINT PAGE 06/17 



REPLACEMENT SHEET 



FIG. 4a 



ESTABLISH COMMUNICATION 
SESSION BETWEEN USER DEVICE 
AND MERCHANT SERVER 



405 

1_ 



TO 
STEP 510, 
FIGURE 5a 



YES 



ESTABLISH 
COMMUNICATION 

SESSION BETWEEN 
USER DEVICE AND 

SPONSOR STATION 



TRANSMIT AUTHENTICATION 
REQUEST 
TO SPONSOR STATION 



I 



Dt lERMINE If- LOGGED-IN 
TICKET STORED ON 
USER DEVICE 



NO 



ENTER PASSWORD AND 
USER ID TO BEGIN LOG-ON 
PROTOCOL AT USER DEVICE 



USER PROCESS PASSWORD 



TO OBTAIN D 



XX 



1 



TRANSMIT LOG-IN REQUEST 
TO SPONSOR STATION 



-401 




-410 



415 



-420 



-425 



-430 



RECEIVE REQUEST AND 
GENERATE CHALLENGE 
AT SPONSOR STATION 



-435 



TO STEP 440, FIGURE 4b 



PAGE 6/17 * RCVD AT 1/14/2005 4:14:31 PM [Eastern standard Time] • 8VR:USPTO-EFXRF-1/6 * DNIS:8729306 " CSID: 70331 26666 * DURATION (mm-ss):04-00 



01/14/2005 16:16 7033126666 



BRINT 



PAGE 07/17 



REPLACEMENT SHEET 



FIG. 4b 

FROM STEP 435, FIGURE 4a 
i 



TRANSMIT CHALLENGE 
TO USER DEVICE 



•440 



RECEIVE CHALLENGE, GENERATE 

R1 AND TIME STAMP AT 
USER DEVICE 



■445 



FORM FIRST ENCRYPTED 



MESSAGE WITH D 
AT USER DEVICE 



XX 



•450 



TRANSMIT FIRST 
ENCRYPTED MESSAGE TO 
SPONSOR STATION 



451 



DECRYPT FIRST ENCRYPTED 
MESSAGE WITHDxsAT 
SPONSOR STATION 



■455 



NO 



I 



YES 



TO STEP 420, 
FIGURE 4a 

1 



GENERATE R2, COMPUTE R1X0R R2, 

GENERATE TIME STAMP, DETERMINE 
A LIFETIME-VALUE AT SPONSOR STATION 



I 



TRANSMIT NOTICE TO 
REENTER PASSWORD 
AND USER ID TO 
USER DEVICE 

460 



-465 



ENCRYPT R2, TIME STAMP, AND 
LIFETIME-VALUE WITH R1 FORMING 
SECOND ENCRYPTED MESSAGE 
AT SPONSO R STATION 

T 



-470 



TO STEP 471, FIGURE 4c 



PAGE 7/17 * RCVD AT 1/14/2005 4:14:31 PM [Eastern Standard Time] * SVR:USPTO-EFXRF-1/6 ' DNIS:8729306 " CSID:70331 26666 * DURATION (mm-ss):04-00 



01/14/2005 16:16 7033126566 BRINT PAGE 08/17 



REPLACEMENT SHEET 



FIG 

FROM STEP 4 


. 4c 

70, figure 4b 


TRANSMIT SECOND ENCRYPTED 
MESSAGE TO USER DEVICE 






decrypt seco 
messaged 
user: 


ND ENCRPYTED 
VITH R1 AT 
)EV[CE 



471 



-475 



COMPUTE R1 XOR R2, ENCRYPT Dw 

WITH R1, DESTROY R1 AND 
UNENCRPYPTED D^ AT USER DEVICE 



-480 



STORE ENCRY 

STAMP, LIFETI 
USFRF 


PIbDDxx, TIME 

ME -VALUE AT 
DEVICE 




r 


TRANSMIT A "DONE" MESSAGE 
TO SPONSOR STATION 



-485 



^90 



PACE B/17 ** RCVD AT 1M4/2005 4:14:31 PM [Eastern Standard Time] ' SVR:USPTO-EPXRF-1/a ' DNIS:8729306 ** CSID:70331 26666 ** DURATION (mm-ss):04<00 



01/14/2005 16:16 7033126666 



BR I NT 



PAGE 09/17 



REPLACEMENT SHEET 



FIG. 5a 



TRANSMIT AUTHORIZATION 

REQUEST TO SPONSOR 
. STATION 



-510 



PROCESS RECEIVED MESSAGE 
TO AUTHENTICATE USER 



-515 



GENERATE AND TRANSMIT 
ACKNOWLEDGEMENT MESSAGE 
TO USER DEVICE 



--516 



PROCESS RECEIVED 
ACKNOWLEDGEMENT MESSAGE 
^ J<^AyTHENTICATE SpSnsOR 
STATION. ENCODE 36 BYTE HASH. 



-520 



ENCRm A TIME STAMP AND 
ENCO^DED 36 BYTE HASH WITH 
^l?,&t'.BI56.'iSMITTO 
SPONSOR STATION 



-525 



DECRYPT RECEIVED ENCODED 
36 BYTE HASH AND TIME STAMP 
USING R12 AT SPONSOR STATION 



-530 



SIGN ENCODED 36 BYTE HASH 
WITH Dxs 



I 



-535 



TO STEP 540, FIGURE 5b 



PACE 9/17 ** RCVD AT 1/14/2005 4:14:31 PM [Eastern Gtandard Time] * SVR:U&PtO-EFXRF-1/6 * DNIS:8729306 * CSID:70331 26666 * DURATION (mm-ss):04-O0 



01/14/2005 16:16 7033126666 



BRINT 



PAGE 10/17 



REPLACEMENT SHEET 



FIG. 5b 

FROM STEP 535, FIGURE 5a 
1 



tNCRYPT TIME STAMP, R1, 

ENCODED 36 BYTE HASH WITH R12 
AND TRANSMIT TO USER DEVICE 



-540 



DECRYPI IIME STAMP, R1, 
ENCODED 36 BYTE HASH 
USING R12 






RECALL AND 
USIN 


DECRYPT Dxx 
GR1 



-545 



/-550 



COMPLETE SK 
36 BYTE HASH 

TRANSMIT TO ME 


GNATURE AND 
WITH Dxx AND 
RCHANT SERVER 






TRANSMIT "DONE" MESSAGE 
TO SPONSOR STATION 



^55 



-560 



PAGE 10/17 * RCVD AT 1/14/2005 4:14:31 PM [Eastern Standard Time] * 8VR:USPTO-EFXRF-1/6 * DNIS:872d30e * C8ID:70331 26666 * DURATION (mm-ss):04-00 



01/14/2085 16:16 7033126B66 BRINT PAGE 



REPLACEMENT SHEET 



FIG. 6a 



DISTINGUISHED SERVER 
LOGS IN WITH SPONSOR STATION 



TRANSMIT NEW USER INTERNET 
TO SPONSOR STATION 



GENERATE SYMMETRIC KEY PAIR 
AND USER ID AT 
SPONSOR STATION 



-601 



-605 



■610 



STORE SYMMETRIC KEY AND USER 
ID AND TRANSMIT SYMMETRIC 
KEY AND USER ID TO 
DISTINGUISHED SERVER 



DELIVER SYMMETRIC KEY 
AND USER ID TO NEW USER 



•615 



■617 



NEW USER ESTABLISHES 
COMMUNICATION SESSION 
WITH SPONSOR STATION 



TRANSMIT USER ID TO 
SPONSOR STATION 



■620 



■625 



TO STEP 630, FIGURE 6b 



11/17 * RCVD AT 1/14/2005 4:14:31 PM [Eastern Standard Time) * SVR:USPTO-EFXRF-1/6 * DNIS:8729306 • CSID:70331 26666 « DURATION (mm^s):04-00 



01/14/2005 IB: IB 7033126666 BRINT PAGE 12/17 



REPLACEMENT SHEET 



FIG. 6b 

FROM STEP 625, FIGURE 6a 
i 



MATCH RECEIVED USER ID 
WITH USER ID AND SYMMETRIC 
KEY STORED IN MEMORY 






GENERATE Ch 
ENCRYPT WITH 
ATSPONSC 


ALLENGEAND 
SYMMETRIC KEY 
)R STATION 






ThaIMSMIT ENCRYPTED 
CHALLENGE AND PASSWORD ^ 
REQUEST TO NEW USER 






DECRYPT ENCRYPTED | 
CHALLENGE USING SYMMETRIC 
KEY AT NEW USER DEVICE P 



•630 



■635 



638 



SELECT PASSWORD AND ENCRYPT] 

WITH SYMMETRIC KEY AND 
TRANSMIT TO SPONSOR STATION 



DECRYPT PASSWORD USING 
SYMMETRIC KEY AT SPONSOR 
STATION 



GENERATE NEW KEYSET 
D^AND Ex 



•650 



■651 



TO STEP 655, FIGURE 6c 



PACE 12/17 * RCVD AT 1/14/2005 4:14:31 PM [Eastern Standard Time] ** SVR:USPTO-EFXRF-1/0 " DNIS:8729306 * CSID:70331 26666 * DURATION (mm-ss):04-00 



01/14/2005 16:16 7033126666 



BR INT 



PAGE 13/17 



REPLACEMENT SHEET 



FIG. 6c 

FROM STEP 651 , FIGURE 6b 

i . 

SPLIT Dx INTO Dxx AND Djfs, 



GENERATE Djof+H- AT 
SPONSOR STATION 



STORE Dxs.Dxx-H-, Ex AND 
DESTROY PASSWORD, Dx AND D 
AT SPONSOR STATION 



XX 



-660 



PAGE 13/17 * RCVD AT 1/14/2005 4:14:31 PM [Eastern Standard Time] * 8VR:U8PT0-EFXRF-1/6 * DNI8: 8729306 * C8ID:70331 26666 * DURATION (mm -ss): 04-00 



01/14/2005 16:16 7033126S66 



BR I NT 



PAGE 14/17 



REPLACEMENT SHEET 




PAGE 14/17 * RCVD AT 1/14/2005 4:14:31 PM [Eastern Standard Time] " SVR:USPTO-EPXRF-1/6 ** DNI8:8720306 " CGID:703312666a * DURATION (mm-ss):O4-O0 



01/14/2005 16: 16 



7033126666 



BRINT 



PAGE 15/17 



REPLACEMENT SHEET 



, oo 

r 


OO 


SPONSOR 
STATION 




SPONSOR 
STATION 




PAGE 16/17 * RCVD AT 1/14/2005 4:14:31 PM [Eastern Standard Time] * 8VR:U8PTO-EFXRF-1/6 * DNIS: 8729306 * C SID: 70331 26G66 * DURATION (mm-ss): 04-00 



01/14/2085 16:16 7033126666 



BR I NT 



PAGE 16/17 



REPLACEMENT SHEET 

FIG. 9 




FIG. 10 



1040 



1010 



1100 



1121 



DISPLAY 
INTERFACE 



PROCESSOR 



r 



1165 



I/O PORT 



DISPLAY 
CONTROLLER 



'1120 



1160 



MODEM 




DISK) 

-1127JCD) _ M124 



KEYBOARD 
CONTROLLER 



1126-^ 



KEYBOARD 
INTERFACE 



1130 

ir-1131 



1140: 



MOUSE 
CONTROLLER 



1141 



MOUSE 
INTERFACE 



PAGE 16/17 ■ RCVD AT 1/14/2005 4:14:31 PM [Eastern Standard Time] * SVR:USPTO-EFXRF-1/6 " DN1S:8729306 * C SID :70331 26666 • DURATION (mm^s):04-00 



01/14/2005 18: 16 7033126666 



BRINT 



PAGE 17/17 



REPLACEMENT SHEET 

FIG. 11a 




FIG. lib 



1010' 



r 



1100' 



1121' 



DISPLAY 
INTERFACE 



PROCESSOR 



1150'" 



1. 



DISPLAY 
CONTROLLER 



r 



1165' 



I/O PORT 



-1120 



MODEM 



1128' 



/^"'''^'^1129' (FLOPPY DISK) 



FLOPPYI 
DRIVE 



DRIVE 
CONTROLLER 



CD 
DRIVE 



1127'XCp} Vi^24 



I 



HARD 
DRIVE 



1^1125' 
^ (HARD 
DISK) 



L 



1122' 



EPROM 



1160' 



1123' 



RAM 



KEYBOARD 
CONTROLLER 



1140'! 



MOUSE 
CONTROLLER 



1141':' 



1126'- 



KEYBOARD 
INTERFACE 




PAGE 17/17 * RCVD AT 1/14/2005 4:14:31 PM [Eastern Standard Time] * SVR:U8PTO-EFXRF-1/6 * DNI8:8729306 * C8ID:70331 26666 * DURATION (mm-ss):04-00 



